I&C Meeting Minutes – April 14, 2014
1.

Meeting Details
1.1

Date and location

Monday, April 14, 2014
Canadian Nuclear Safety Commission
280 Slater Street, Ottawa (Ontario)
(Room #14-032 and 14-035)
1.2

Subject

CNSC Fact-finding Meeting with Industry: Establishing I&C Requirements and Guidance for
NPPs and Small Reactor Facilities (in support of REGDOC 2.5.2)
1.3

Meeting objectives

1. To explain how requirements and guidance will be used for:
a. new-builds
b. licensees planning extended operation or PSR submissions
c. other existing licensees
2. To present the rationale for this REGDOC project, and the path forward for integrating the
I&C requirements and guidance into REGDOC 2.5.2, Design of Reactor Facilities: Nuclear
Power Plants and the future REGDOC 2.5.3, Design of Reactor Facilities: Small Reactor
Facilities.
3. To obtain feedback from attendees on the overall structure of annotated table of contents (Do
topic areas make sense? Are there any subject areas that have been missed?
4. To understand where the industry feels it needs/does not need guidance
NOTE: This workshop did not consult on specific requirements or guidance wording.
1.4

Attendees

The following people were in attendance (either in person or via teleconference)
Attendee

Organization

Kathy Greenspan

Westinghouse Electric Company

Dan Stiffler

Westinghouse Electric Company

John Froats

UOIT & CSA

David Poole

StarCore Nuclear

Steve Bernier

NordiaSoft

Mihaela Trandafirescu

Candesco

Janne Wallenius

LeadCold Reactors
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Paul Eric Marko

Hitachi Canada

Roger Humphries

AMEC-NSS

Andy Zupan

Ontario Power Generation

Adam Forystek

Bruce Power

Mike Lewis

AECL

Mike O’Kane

AECL

Dave Trask

AECL

Mahmoud Kattan

Candu Energy Inc.

John Harber

Candu Energy Inc.

Jay Harris

Northern Circle Energy

Greg Lamarre

CNSC

Sean Belyea

CNSC

Zhao Chang Zeng

CNSC

Gilbert Chun

CNSC

Yong Chang Liu

CNSC

Chul Hwan Jung

CNSC

Joëlle Sakkal

CNSC

Marcel de Vos

CNSC

Jean-Yves Fiset

CNSC

Marius Chirila

CNSC

Suzette Argo

CNSC

Jason Churchill

CNSC
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1.5

Agenda
Item

Time

Arrival at 280 Slater and sign in at security
You will be escorted by CNSC staff to the 14th floor meeting room

8:00 – 8:30

Welcome and Opening Remarks by Greg Lamarre, Director,
Systems Engineering Division, Directorate of Assessment and
Analysis

8:30 – 8:40

Part A of CNSC Presentation
Self-introductions by participants

8:40 – 9:00

Contextual Presentation by CNSC

9:00 – 9:50

Part B of CNSC Presentation
Rationale and vision for this REGDOC work includes:
• review of annotated table of contents
• overview of workshop
Coffee break – break up into four groups (Groups 1,2,3 in 14-032:
Group 4 in 14-035)

9:50 – 10:00

Group Work – Discuss and record feedback

10:00 – 12:00

Working Lunch – ongoing questions to CNSC staff

12:00 – 13:00

Group Work – Discuss and record feedback

13:00 – 14:30

Coffee Break

14:30 – 14:45

Groups present results to plenary in 14-032

14:45 – 15:45

Closing comments and adjourn workshop: G. Lamarre

15:45 – 16:00
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2.

Feedback
The following points represent the major feedback items received on the proposed content of the
Instrumentation and Control document:
Feedback received

CNSC response
Requirements and guidance will be written in
the same spirit as REGDOC-2.5.2. It will be
technology neutral, and will consider I&C
systems as a whole, whether analogue, digital,
or a combination of the two.

1. The document should remain technology
neutral.
a. It should not be completely analog or
digital
2. Clarification would be beneficial for
interfacing with other requirements
(e.g., maintenance requirements)

CNSC staff will identify interfaces with other
regulatory documents to the extent practicable,
to ensure requirements are not duplicated and
the interfaces are clear.

3. Clarification would be beneficial for:

a. Whether via system or component level, it
is the proponent’s role to define the
methodology for performing and
maintaining a credible safety classification
methodology that meets REGDOC 2.5.2
requirements and considers guidance.
If necessary, CNSC staff will develop
requirements and/or guidance to clarify
section 7.1 of REGDOC 2.5.2 in the
context of both I&C software and
hardware. It is important to note that the
safety classification process used
interfaces with the configuration
management program and issues can arise
if bases for the safety classification are not
adequately managed.

a. determining if the safety classification
should be done at the system or
component level
b. SSC classification terminology

b. Safety classification terminology is
discussed in section 7.1 of REGDOC
2.5.2. SSC classification terminology is
sufficiently clear.
4. Hazard analysis should consider the overall
effects on system response.

4

CNSC staff will consider the overall effects on
system response when developing any new
I&C requirements and/or guidance for hazard
analysis.
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Feedback received

CNSC response

5. The document should clarify who has the
responsibility for manufacturing facilities –
i.e., what requirements need to be kept for
items manufactured by a third party.

Licensees are ultimately responsible for
meeting CNSC expectations of their facilities.
They must specify to the manufacturers which
third-party information must be provided to
the licensee to support their safety case.
CNSC staff does recognise that the issue of
access to vendor proprietary information is the
source of this request, and will consider this
when developing requirements and guidance
around design, operational and maintenance
documentation.

6. A quality assurance (QA) section should be
included

A QA section is already in REGDOC-2.5.2,
and will be referenced.

7. Cyber security requirements

a. The CNSC’s role is to confirm the design
meets requirements for safety. Economics
of the design are the proponent’s concern.

a. may cause SMRs to be un-economical if
not well thought out
b. need to be part of the design

b. CNSC staff intend to frame requirements
and guidance with the view that cyber
security and other key disciplines (such as
human factors engineering) need to be
closely coordinated when designing
modern I&C systems.

CNSC staff will clarify what this means for
I&C systems.

8. Design documentation
a. What does this consist of?
b. What constitutes a document
9. Human factors and cyber security should be
separated in the table of contents.

Agreed.

10. Software reliability

CNSC staff acknowledge these points on
software reliability, and will consider them in
the development of any new requirements or
guidance.

a. Software reliability is a very difficult
thing to quantitatively define.
b. Concentrate less on reliability numbers,
and more on the rigour of the process
used for the development of safety related
software.
11. C-138 does not add much clarity to sections
5.5.4, Fault detection and self-diagnostics,
and 5.5.5, Fault tolerance and fail safe
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CNSC staff note that C-138 may not add
clarity to sections 5.5.4 and 5.5.5; however,
C-138 will be superseded by this document,
and hence we need to ensure that the
applicable content in C-138 is considered.
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Feedback received

CNSC response

12. Consider using ISA-67.04, Setpoints For
Nuclear Safety-Related Instrumentation, for
guidance to high level requirements in
section 5.9, Methodologies to determine
setpoints

CNSC staff will review and consider this
request.

13. Combine sections 6.1.2, Interfacing devices
and 6.1.8, Auxiliary features (including test
equipment)

Agreed.

14. Safety system actions

CNSC staff agrees the time for a safety system
action to complete can vary.

a. If the CNSC is considering mandating
that all safety system actions need to run
to completion, it should be kept in mind
that it may take milliseconds or days for a
safety system action to complete.

CNSC staff will consider these points as the
document is drafted.

b. What are the “reset criteria” after a safety
system action is triggered?
c. Feedback to operator varies depending on
action
15. Almost all requirements would benefit from
clarifying guidance and an explanation of the
rationale behind them.
16. Design and human factors - Human
factors should be part of the initial system
design.

Noted and CNSC staff will consider this
moving forward particularly in the need to
clarify the bases for requirements.
Agreed (see item 7(b).
CNSC staff will consider these points as the
document is drafted.

The structure of the system, subsystem,
component and software object structures
should make sense from a general user and
operator viewpoint.
17. Graphic software design tools (UML) The use of graphical design tools is now
widespread. It allows rapid visualization
and understanding of complex system
architectures, both hardware and software.
Reverse code engineering allows the
visualization of the object structures and
results in more competent code reviews and
more reliable software
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Although CNSC staff agree that these tools are
being developed and used, it is not the role of
the CNSC to prescribe specific approaches,
unless there is a clear safety reason for doing
so. It is the responsibility of the
applicant/licensee to select suitable design
tools and to demonstrate that the tools are
credible and fit-for-purpose. This
demonstration should include information
about the tool limitations and assumptions.
This philosophy is already captured in various
other CNSC REGDOCS and CSA standards.
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Feedback received

CNSC response

18. Auto-generated documentation - It is very
difficult to keep documentation aligned
with software version updates. Autogenerated documentation from source code,
as well as from component (hardware and
software) metadata, can auto generate XML
and this can be transformed into HTML and
used directly as part of the code
documentation.

Same comment as Comment 17:
This is greater detail than what the CNSC
would generally mandate in regulations, or
recommend in guidance.
CNSC staff do, however agree that autogenerated documentation should be considered
in requirements and guidance governing
configuration management.

19. Component deployment - Modern systems
are typically built from hardware and
software components, aggregated into
subsystems and these into systems. When
the software system is deployed a
framework should be developed to allow
the various components to be deployed on
to the different targets (FPGA, GPP, DSP).
There are companies developing software
tools and reference frameworks that can
provide information on the structure and use
of these types of capabilities.

CNSC staff acknowledges this point and
proposes that, rather than handling this level of
detail in a REGDOC, the industry should work
within the framework of applicable codes and
standards to develop an acceptable consensusbased framework for this topic. CNSC staff
will monitor in the development of such
standards.

20. Operating systems and multi core
processors - All operating systems are not
created equal, and modern multi-core
processors may need sophisticated
techniques to optimize performance. Two of
the best OS choices are Security Enhanced
Linux (SELinux) and QNIX, both of which
are intend for high reliability, highly secure
applications.

With the rapid changes in information
technology, it would not be appropriate for the
CNSC to prescribe or recommend specific
approaches in this area.

21. Field Programmable Gate Array (FPGA)
core qualification - The use of FPGAs
provide many benefits in real-time critical
systems. They will generally require the
use of third-party “cores”, which provide
pre-packaged functionality; however, these
will have to be qualified.

CNSC staff will consider the qualification
point in the document.
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CNSC staff, however, acknowledge this point
and propose that, rather than handling this
level of detail in a REGDOC, the industry
should work within the framework of
applicable codes and standards, to develop an
acceptable consensus-based approach for this
topic. CNSC staff will monitor in the
development of such standards.
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Feedback received

CNSC response

22. Framerate predictions, total system
pipeline latency, function stability, and
control loop stability. - The modern
technique is generally not to set fixed
framerates, but to let the rates float to some
degree within general boundaries defined
by overall system design. The faster the
framerate, the more stable and predictable
the performance of any function will be.
Time domain functions (such as integrators
and differentiators) operate in the Z-plane,
and the output of the functions will depend
on the framerate and the input data rates.
The framerates also impact total pipeline
latency; both the above can affect open and
closed loop control stability. The general
recommendation, therefore, is that all
control loops and functions must be subject
to a complete stability and performance
analysis.

This is greater detail than what the CNSC
would generally mandate in regulations, or
recommend in guidance.

23. Library traceability - All software
libraries should be declared, and a complete
source trace and qualification established.

CNSC staff will consider this point as the
document is drafted.

24. “Non-lossy” data compression - Any data
compression algorithms should be “nonlossy”.

CNSC staff will consider these points as the
document is drafted, to ensure that loss of
information due to data compression will not
have an adverse effect on safety.

However, CNSC staff acknowledge this point
and propose that, rather than handling this
level of detail in a REGDOC, the industry
work within the framework of applicable
codes and standards, to develop an acceptable
consensus-based approach for this topic.
CNSC staff will monitor in the development of
such standards.

CNSC staff recommend that industry work
within the framework of applicable codes and
standards, to implement defensible
methodologies that can be applied to reactor
facilities.
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Feedback received

CNSC response

25. Local and remote control rooms - Many
SMRs will be located in remote locations,
where there it will not be possible to
establish a control room. There are two
solutions to this: (i) to fully automate the
operation of the plant and provide a remote
monitoring link; and (ii) provide a remote
control room. Many SMRs are intended to
be deployed as a cluster, with a single
control room. There will always be the need
for a local control or emergency facility, of
course.

Requirements for main control rooms,
secondary control facilities and emergency
support centres are covered in REGDOC 2.5.2,
as well as other REGDOCs.

26. Wireless connectivity - Modern wireless
connection system can provide outstanding
reliability - and they do not suffer from
failures caused by mechanical causes (such
as environmental catastrophes).

The CNSC does not support the use of
wireless technologies for safety systems. This
is reflected in section 7.22.4 of
REGDOC-2.5.2 guidance and draft CSA
standard N290.7.

This particular REGDOC will ensure
requirements are clear for the connection
between the control interfaces and the field
systems and components.
If an applicant/licensee chooses to develop and
maintain a safety case proposing the use of
autonomous control architectures with control
interfaces located at a distance, the
applicant/licensee will be expected to
demonstrate that their particular design and
operating model are safe and meet CNSC
requirements.

Beyond that, CNSC staff acknowledge this
point and propose that, rather than handling
this level of detail in a REGDOC, the industry
work within the framework of applicable
codes and standards, to develop an acceptable
consensus-based approach for this topic.
CNSC staff will monitor in the development of
such standards.
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Feedback received

CNSC response

27. Satellite link design, backup, frequency
hopping, encryption - Satellite links are
bound to become a vital art of the
communication architecture for remote
SMRs. There are two main types of
communication satellites in use:
geosynchronous satellites provide 24/7 high
bandwidth links, while low-earth orbiting
(LEO) spacecraft provide a package
delivery system. The geosynchronous
spacecraft need a dedicated antenna and
radome, but the LEO spacecraft only need a
small antenna which can be embedded in
the roof of the plant. The satellites links
can use frequency hopping to prevent
interference or interception, and two levels
of encryption are commonly used.

CNSC staff will consider which safety
principles need to be captured in requirements
and guidance in this document. Beyond this,
an applicant/licensee will be expected to
propose and defend the control architecture
that will support the overall safety of the
facility.

28. Fault analysis, multiple parallel
redundancy, voting, switchover - There
are many modern techniques that can allow
multiple systems to be operated in parallel,
with voting logic to both identify system
failures as well as carrying out an
automated response to the failure. This has
allowed extraordinary levels of reliability to
be achieved by modern digital control
systems in other applications (such as
aircraft), and the nuclear industry can learn
a lot from their design, test, and deployment
practices

The concept of voting logic has been in place
in operating Canadian power plants for quite
some time; however, CNSC staff will review
whether existing safety principles need to be
reinforced in requirements and guidance in
this document.
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This REGDOC will address concepts such as
fault tolerance and fault detection in principle,
and will point to applicable additional
guidance where it exists.
.
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Appendix A - Proposed Table of Contents
1.
2.
3.
4.

Purpose
Scope
Definitions
Safety Management Systems in I&C Design
4.1 Requirements for safety lifecycle
4.1.1 Hazard analysis
4.1.2 Configuration management
4.1.3 Verification and validation
4.1.4 Software development and qualification
4.2 Design documentation
4.3 Coordination of I&C design with human factors and cyber security activities
5. General Design Requirements
5.1 Fundamental design principles
5.1.1 Defence-in-depth
5.1.2 Independence
5.1.3 Simplicity in design
5.2 Design basis
5.3 Safety classification
5.4 Design for reliability
5.4.1 Reliability requirements
5.4.2 Redundancy and single failure criterion
5.4.3 Diversity
5.4.4 Testability
5.4.5 Reliability analysis (quantitative and qualitative)
5.5 Design for maintaining system integrity
5.5.1 Conservatism in design
5.5.2 Deterministic behaviour (predictability and repeatability)
5.5.3 Design to facilitate testing and maintenance during facility operation
5.5.4 Fault detection and self-diagnostics
5.5.5 Fault tolerance and fail safe
5.5.6 Equipment qualification
5.6 Cyber security
5.7 Human factors engineering
5.8 Support systems for I&C (electrical and other support systems)
5.9 Methodologies to determine setpoints
5.10
Design to cope with ageing and obsolescence mitigation
6. System and Equipment-Specific Design Requirements
6.1 Safety system instrumentation and controls
6.1.1 Automatic and manual safety actions
6.1.2 Interfacing devices
6.1.3 Safety system sensors and settings
6.1.4 Operational bypasses
6.1.5 Completion of safety systems actions
6.1.6 Priority of safety system actions
6.1.7 Spurious initiation
6.1.8 Auxiliary features (including test equipment)
6.2 Sensing device
6.3 Actuation device
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6.4 Control systems
6.5 Instrumentation required for accident management
6.5.1 Instrumentation supporting accident monitoring functions
6.5.2 Instrumentation designated to severe accident management
6.6 Control facilities instrumentation and control systems
6.6.1 The main control room
6.6.2 The secondary control room
6.6.3 The emergency support facilities

12

Draft

