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ATTACHMENT 

OPG Comments on RD/GD 338, Security Measures for Sealed Sources 

General Comment: 

1. 	The key assumption that forms the basis for all of our comments is that OPG has taken credit for the extensive security measures 
implemented at protected area boundaries of the Pickering and Darlington Nuclear Generating Stations to meet the requirements of the 
Nuclear Security Regulations for high security sites.  These measures include, but are not limited to, ongoing protected area patrols, site 
intrusion detection, assessment, and alarm systems, and access/egress control practices currently in place. Given that the applicable nuclear 
materials, i.e., sealed sources, addressed by RD-338 lie within the protected area of OPG high security sites, the requirements of RD-338 are 
considered to be met without the need to undertake any significant projects or modifications to achieve compliance.  

Should this key assumption not be considered appropriate, OPG's response to this draft regulatory document would be drastically different 
and require significant further review. 

Comment RD Document Section/Excerpt of Section OPG Issue or Comment OPG Suggested Change 

1 Throughout RD-338 Use of Category1, 2, and 3 sealed 
source terminology may be 
confused with Category I, II, III 
nuclear material stored in high 
security areas. 

Change category of sealed source 
terminology. 

2 3.1.2 Guidance for general security measures 

The threat and risk assessment, updated annually, is also 
used to determine mitigating security measures to address 
identified threats, manage risks or reduce/eliminate 
vulnerabilities. 

Annual TRA updates are not 
justified if only insignificant facility 
or threat level changes have 
occurred since the last update. 

Recommend annual TRA review, but 
actual update submission to CNSC is 
required only when important changes 
are completed at the facility or if 
significant threat level change occurs. 
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Comment  RD Document Section/Excerpt of Section OPG Issue or Comment  OPG Suggested Change 

3  Table B: Security levels and security objectives 

 General 

 

Information in Table B is in a 
different order than source 
material in sections 3 and 4.  Also, 

 the information is not organized by 
activity (storage/use vs. 

  transportation), which makes it 
difficult for a user to determine the 

 requirements applicable to the 
activity. 

 

Split Table B into two tables, one for 
storage and use of sealed sources, and 
one for transportation aspects. 

4  Table B: Security levels and security objectives, 

Category 2 High Risk, Facility security plan  

  Updated annually or when important changes are done 
at the facility.  

 

 

 

Frequ
seem

 ency of annual update 
s excessive 

  

 

 

Recommend annual Facility Secur
Plan review, but actual update 

 submission to CNSC only when 
important changes are completed 
facility.  

 ity 

at the 
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Comment  RD Document Section/Excerpt of Section OPG Issue or Comment  OPG Suggested Change 

5  Table B: Security levels and security objectives, 

 Category 2 High Risk, Security of storage (2nd line of 
 defence) 

  equipped with a minimum of two intrusion detection 
 systems 

 

 

 

OPG considers two intrusion 
 detection systems as being 

excessive, when one supervised 
intrusion detection system 
including two intrusion detection 
devices are considered to provide 

 a more than adequate means of 
detection required for sealed 
sources.  Supervised systems 
also provide trouble alarms in the 
case of any fault that prompts 

 response and compensatory 
measures. 

 

 

 

 

Recommend change of word "systems" 
to "devices." 

 

6  Table B: Security levels and security objectives, 

Category 3 Medium Risk, Facility security plan 

   updated on a regular basis or when important changes 
are done at the facility  

 

 

Frequ
seem

 

 ency of annual update 
s excessive. 

 

 

Recommend annual Facility Secur
Plan review, but actual update 

 submission to CNSC only when 
important changes are completed 
facility.  

 

 ity 

at the 
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Comment  RD Document Section/Excerpt of Section OPG Issue or Comment  OPG Suggested Change 

7  3.2.2.2 Guidance for access control 

To control access to the sealed sources, the licensee 
should: 

   (Bullet 8): implement a means of duress signalling near 
the source storage, to provide notice to the alarm 
monitoring company or response personnel 

  (Bullet 9): implement a local alarm that triggers in the 
vicinity of the storage area, to alert nearby personnel of 

 

 

Bullet 8: It is not clear to OPG if 
duress signalling that is available 
to all Nuclear Security Officers 
(NSOs) while at hardened posts at 

 the protected area boundary or 
while on patrol (by radio) meets 
the requirement of signalling.  

 

 

Bullet 8: OPG seeks clarity on taking 
credit for duress signalling capability 
available to NSOs.  

 

 

  an intrusion or other problem in the source storage area 

 

While this duress signalling is not 
near the storage area, it is 
effective in directly alerting the 

 Security Monitoring Room and 
NSOs and initiating an immediate 
response.  

Bullet 9: It is not clear to OPG if 
  local alarming may be interpreted 

 in a high security site as at the 
protected area.    The protected 

 

 

 

 

Bullet 9: OPG seeks clarity on taking 
 credit for alarming capability at 

protected area boundary and PM7 
monitors. 

 area perimeter is equipped with 
alarming (dual detection) fences 
preventing unauthorized access 
and with alarming PM7 monitors 
that prevent unauthorized egress 

 (using door interlocks) of any 
persons in possession of source 
material. While alarming is not in 
the vicinity of the storage area, it 
is effective in immediately alerting 
NSOs for action. 
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Comment  RD Document Section/Excerpt of Section OPG Issue or Comment  OPG Suggested Change 

8  3.2.5.2.1 Guidance for secure containers   

The storage location and/or container should: 

  be secured with a locking mechanism or have other 
measures to prevent unauthorized removal  

   be secured when left unattended 

  be equipped with an alarm system to detect 
unauthorized entry or access  

  be sufficiently robust to resist common attack tools (e.g., 
 sledgehammer, crowbar, drill, blowtorch) 

 No credit given for security 
 systems utilized at high security 

sites protected area perimeters. 

 

 Given the significant security systems 
utilized at protected area perimeters of 
High Security sites, recommend 

 rewording to indicate storage location 
 and/or container and/or facility 

  perimeter should be equipped with an 
alarm system to detect unauthorized 
entry or access. 

9  3.2.6.2 Guidance for alarm response protocol 

  To facilitate arrangements with local or provincial law 
enforcement agencies, or mutual aid agreements with other 
sites, the licensee should consider written support 

 arrangements such as a memorandum of understanding 
(MOU). This written arrangement should detail the 
interaction between site guards or onsite personnel with the 
agencies.  

 

Use of MOU for support 
arrangements in the local 

 community by Police of 
Jurisdiction that have a duty to 
respond seems excessive.  

 

 

Recommend removal of MOU 
requirement. 

 10  3.3.2.1 Requirements for a site security plan 

For Category 1, 2 and 3 sources, technical and administrative 
measures shall be documented by the licensee in a site 

  security plan, appropriately designated in accordance with 
 section 12(1)(j) and 21 to 23 of the General Nuclear Safety 

  and Control Regulations.  The site security plan shall be 
updated and verified by the licensee at least once a year, to 
address any changes within the licensed facility. 

 

 Frequency of updating and 
 verifying site security plan at least 

 once per year is excessive and 
unwarranted.  

 

Recommend annual FPS review, but 
actual update and submission to CNSC 
only when significant changes are 
completed at the facility.  

 11  4.1.1 Requirements for vehicle security 

 

Use of the word "vehicle" is 
somewhat ambiguous.  In section 
4.1.1, does the requirement apply 
to the tractor, the trailer, or both? 

Define "vehicle" consistent with IAEA 
TS-R-1, paragraph 247.  
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Comment  RD Document Section/Excerpt of Section OPG Issue or Comment  OPG Suggested Change 

 12 4.2.1 Requirements for security measures for sealed    
sources during transport  

 A relatively low-mass container Determine a mass, e.g., 100 kg, under 
 should likely be fixed to the which the container must be secured to 

 vehicle to prevent it from being  the vehicle. 
carried off easily.  A vehicle could 

 be broken into and a relatively 
light container stolen before the 
operator of the vehicle could 
respond to the alarm.  

 13   4.2.2 Guidance for security measures for sealed sources   
 during transport 

1. If a licensee uses an external 1. Please clarify responsibility for 
  carrier, does the licensee providing awareness training.  

 have to provide the security 
 awareness training, or is it the 

 responsibility of the carrier?  

  

2.  Awkward wording in "verify  
 that … all persons employed 

2. Suggest rewording to say "all by the carrier transporting the 
persons employed by the carrier sealed sources have 

 and who will be involved in successfully completed 
 transporting the sealed sources…" security screening." 
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